
Technology and life science businesses are often
responsible for the protection of large amounts of private
and personal information. Recently, news stories
reporting significant security breaches have garnered a
great deal of public attention and concern. For example: 

• Hewlett-Packard Corporation acknowledged the theft
of a laptop computer containing names, social security
numbers and other information for 196,000 current
and former employees. The laptop belonged to
Fidelity Investments, which administers Hewlett-
Packard’s retirement plans.

• Bank of America reported that a small number of
backup tapes containing records of the personal
financial information of government employees were
lost in a shipment to their backup center.

• Financial giant Citigroup announced that UPS had
somehow “misplaced” a box of computer tapes con-
taining personal data on approximately 3.9 million
Citigroup customers.

What do all of these incidents have in common? None
of them involved computer hackers breaching the 
businesses’ computer systems to obtain confidential
information. All of the situations involved a lack of
“nuts and bolts” physical security.

Here are some simple security measures that you 
may wish to consider to safeguard sensitive or confi-
dential data.

Simple Security Measures Work
Most, if not all, of the incidents noted above could have
been avoided by implementation of simple security
measures, such as:
• Laptop security protocols
• Physical security procedures for backup media
• Electronic encryption programs

Laptop Security
Laptop theft doubled in 2004 compared to the previous
year. The FBI reported in annual crime statistics that

one out of ten laptops is stolen within the first 12 months
after purchase and 90 percent are never recovered.
Laptops have become a target for thieves because they
are small, easy to move, easy to hide and easy to fence.
A good laptop is costly and the thief may receive up to
half of the retail value for a stolen laptop. As a bonus,
the thief may gain access to valuable confidential data
like social security numbers or account numbers. Here
are some tips that can improve laptop security:

• Don’t leave a laptop in an unlocked vehicle, even if
the vehicle is in your driveway or garage. Never leave
it in plain sight, even if the vehicle is locked. If you
must leave it in the vehicle, lock it in the trunk. If you
don’t have a trunk, cover it and lock the doors.

• Parking garages are common locations for thefts
from vehicles, providing thieves with many possible
targets out of public view. Cover your laptop or place
it in the trunk.

• Carry your laptop in a non-descript carrying case,
briefcase or bag. Using a case designed for computers
is a clear signal to thieves that you are carrying a laptop.
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• Don’t leave a meeting or conference room without
your laptop. Take if with you or it may not be there
when you return.

• Lock the laptop in your office during off-hours.

• Use a cable lock that wraps around a desk or chair
leg. Or put the laptop in a locked closet or cabinet.

• Don’t let unaccompanied strangers wander around in
your workplace. Offer assistance and deliver visitors
to their destinations.

• Apply distinctive paint markings to make your laptop
unique and easily identifiable.

• Consider purchasing a theft alarm system specifically
made for laptops.

• Be aware that if your computer is stolen, automatic
log-ins can make it easy for a thief to send inappro-
priate messages with your account.

• Back up your information regularly, and store this
information in a safe place.

• Never check a laptop in your baggage. When going
through airport security, keep watch over your laptop
during the entire screening process.

You may also wish to register your laptop with the 
manufacturer. If it is stolen, you can report the theft to
the manufacturer and they may be able to “flag” it in the
event the thief sends it in for maintenance. Write down
the laptop’s serial number and store it in a safe place.
This information will help police to recover your property.
You may also wish to consider other security measures
such as biometric devices, motion detectors, alarms and
tracking software (similar to “LoJack” for cars). 

Securing Your Backup Media
Technology and life science businesses should have
procedures in place to ensure the security of backup
media. Here are some basics:

• Identify the data on the backup media to help deter-
mine what type of security measure is appropriate.

• Determine what type of backup media is best for the
business. Physical backup media might include any of
the following:

• Establish security procedures for the physical 
transportation of the media to the storage site.

 --- Sign-in/sign-out procedure

 --- Two-person control

 --- Physical security during transport, such as locked 
container with key/lock control

 --- Receipt documentation at the storage site

 --- Management oversight and review

• Ensure physical security at the storage site, including:

 --- Adequate physical perimeter security

 --- Adequate security alarm system

 --- Sign-in/sign-out procedures

 --- Operating instructions in the event of a security 
breach

 --- Test procedures for backup media

Electronic Encryption
Some companies may prefer to backup data electroni-
cally rather than transporting the backup via some
type of physical media. Because of the serious ramifi-
cations associated with a computer breach of sensitive
or personal information, companies may decide to
install an electronic encryption protocol. 

An electronic encryption protocol can take a number
of forms. The physical media, i.e., tapes, memory sticks,
etc., can be encrypted prior to transporting to a storage
site. Encryption can occur at the application, database,
operating system or network level. The data can also
be encrypted through some type of backup application
software. Regardless of the protocol that is selected,
there are a number of concerns that businesses will
want to address, including:

• Determining which encryption methodology is
appropriate. Each method has certain advantages
and disadvantages that are beyond the scope of this
article. Your business will need to assess which
method offers the best security within your resources.

 --- Physical media encryption

 --- Application/database encryption

 --- Operating system encryption

 --- Network encryption

• Encryption key management should be formalized.
This includes the following practices:

 --- Change the keys when they have been or could be
compromised.

--- Prevent key loss. No data can be accessed without
a valid key. One way to address this issue is key

Media Type Storage Capacity

CDRWs 605 – 850 MB

USB Drives 32 MB – 1 GB

DVDs 3 – 17 GB

Zip Disks 100 MB – 20 GB

Flash Drives Up to 256 GB
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escrow. This service is normally provided by a 
third party, who holds keys off-site in non-volatile 
media. This is similar to entrusting a lawyer with a 
document or locking a key in a safe deposit box.

 --- Address some form of key recovery. Some systems
include specialized key recovery functions.

Protect Sensitive Data Sensibly
No matter which security measures your business
chooses to employ, it is critical that the process be 
analyzed and selected with the best possible protection
for sensitive data in mind. In view of recent regulatory
statutes such as HIPAA, Sarbanes-Oxley, and Gramm-
Leach-Bliley, there now are significant regulatory 
incentives for businesses to institute formal security
protocols to avoid the situations like those mentioned
at the beginning of this article. No business can afford
to ignore their risks and exposures to data theft. 

For More Information
For more information on how to manage risks for your
business, contact your local Hartford agent, or visit
www.thehartford.com.

Best Practices for Your Business

About The Hartford’s Technology Practice Group
For more than 25 years, The Hartford has insured 
technology and life science businesses of all sizes. Our
products are flexible enough to grow with a business –
from a startup or sole proprietorship to a large, publicly
traded company. We also offer services that can 
help businesses lower their losses, like our series of
Technology Best Practices.

The information provided in these materials is intended to be general
and advisory in nature. It shall not be considered legal advice.
The Hartford does not warrant that the implementation of any view 
or recommendation contained herein will: (i) result in the elimination 
of any unsafe conditions at your business locations or with respect to
your business operations; or (ii) will be an appropriate legal or business
practice. The Hartford assumes no responsibility for the control or 
correction of hazards or legal compliance with respect to your practices,
and the views and recommendations contained herein shall not consti-
tute or undertaking, on your behalf or for the benefits of others, to
determine or warrant that your business premises, locations or operations
are safe or healthful, or are in compliance with any law, rule or regula-
tion. Readers seeking to resolve specific safety, legal or business issues
or concerns related to the information provided in these materials
should consult their safety consultant, attorney or business advisors.
All information and representations herein are as of January 2010.
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