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HELP PROTECT YOUR STUDENTS AGAINST CYBER BULLYING 
WITH A STRONG, ENFORCED POLICY.

continued

Cyber bullying is bullying or harassment through any form 
of electronic communication. It usually refers to acts of 
minors (typically teens), while similar acts by adults are 
considered cyber harassment or even cyber stalking.

Why is cyber bullying so prevalent and damaging? A 
picture, video, joke or comment can go viral in minutes 
with far-reaching impact and lasting consequences. Since 
most students have cell phones or other mobile electronic 
devices (many with cameras and internet access), they can 
commit acts of cyber bullying on and off school grounds.

The harm inflicted impacts the educational environment as 
well as the victims. That’s why so many states have enacted 
laws for schools to address cyber bullying and electronic 
harassment (see left). 

CYBER BULLYING HAS  
GONE VIRAL

50% 
According to the National Crime 
Prevention Council, almost half 
of teens in the U.S. report having 
been victims of cyber bullying.

50 states 
Visit The Cyberbullying Research 
Center at cyberbullying.us to 
review the cyber bullying laws for 
each state.

Prepare. Protect. Prevail.®

http://www.cyberbullying.us


WHAT CAN SCHOOLS DO?

The Hartford wants to help schools launch an 
effective cyber bullying prevention program.  
Some recommendations:

1. Establish a written policy on cyber bullying 

What should your policy include?

• A clear statement that harassment of any kind will 
not be tolerated

• Specific reference to cyber bullying/electronic 
harassment 

• Compliance with the requirements of any state 
and federal laws

• Specifics about the disciplinary actions that will 
be taken 

How should your policy be communicated?

• To students, parents and staff at the beginning  
of each school term

• Again, if an incident occurs

• Posted on the school and/or Department of 
Education website

2. Establish an acceptable use policy for 
electronic communications

Many state Department of Education websites 
provide guidance on components included in the 
policy. You can also find examples of school policies 
with a web search on “Acceptable Use Policy School.” 
The guidelines here are general, so be sure to have 
your policy reviewed and approved by an attorney.

What should your policy include?

• A clear statement of the rules for acceptable use 
of the internet and electronic communications

• Specifics about the disciplinary actions that will 
be taken 

How should your policy be communicated?

• To students, parents and staff at the beginning of 
each school term

• Signed by all parties each year

What issues and behaviors should you address?

• Student responsibility for their own conduct

• The school’s right to review anything stored  
on its network or school-issued electronic  
storage devices

• Obscene or inappropriate language

• Offensive messages or pictures

• Harassing behaviors

• Damaging computers, software or networks

• Violating copyright laws

• Using other people’s passwords/IDs

• Using the school network for commercial 
purposes

3. Educate parents and staff

Students sometimes don’t even know they’re 
engaging in cyber bullying. For example, if a student 
sends personal information to a friend who then 
sends it on to others, this can result in harassment. 
Education is the key to prevention.

What should you provide?

• A clear definition of cyber bullying

• Discussion of harassment, cyber bullying and 
school policies as part of the curriculum in 
computer education classes

• A review of school policies on harassment and 
cyber bullying conducted during the school year 
together with the Electronic Communications 
Acceptable Use Policy

• Clear information to parents on harassment and 
cyber bullying policies with educational resources 
to help them discuss the issue with their children

4. Develop formal written procedures for 
responding to incidents

What should your written procedures include?

• Who will be in charge of review and investigation

• How the review and investigation will be handled

• What actions will be taken
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How should you handle incidents?

• Information should be documented and 
handled consistently within school policy 
guidelines and state and federal laws

• School policies on harassment and cyber 
bullying should be reinforced with students, 
parents and staff

CYBER BULLYING PREVENTION: 
EVERYONE’S RESPONSIBILITY 

Reducing electronic-based harassment is 
everyone’s responsibility, including students, 
teachers, parents, administrators and members 
of the community. By adapting and enforcing 
strong policies and procedures against cyber 
bullying, you can help preserve a safe haven for 
educating students.
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The information provided in these materials is intended to be general and advisory in nature. It shall not be 
considered legal advice. The Hartford does not warrant that the implementation of any view or recommendation 
contained herein will: (i) result in the elimination of any unsafe conditions at your business locations or with respect 
to your business operations; or (ii) will be an appropriate legal or business practice. The Hartford assumes no 
responsibility for the control or correction of hazards or legal compliance with respect to your business practices, 
and the views and recommendations contained herein shall not constitute our undertaking, on your behalf or for the 
benefit of others, to determine or warrant that your business premises, locations or operations are safe or healthful, 
or are in compliance with any law, rule or regulation. Readers seeking to resolve specific safety, legal or business 
issues or concerns related to the information provided in these materials should consult their safety consultant, 
attorney or business advisors. All information and representations herein are as of June 2016.
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LEARN MORE.  
For more information, contact your Risk Engineering consultant from The Hartford 
today or visit us online at thehartford.com/riskengineering.
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